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Overview  

S/N Topic  

1 Corporate Governance and Risk Management  

2 Three Lines of Defence Model  

3 Understanding Risk & Eight Healthcare Risk Domains  

4 Emerging trends and opportunities 

5 Aligning Risk with Business Objectives and Performance  

6 ERM Maturity Stage 

7 Overcoming ERM Implementation Pitfalls 

8 Case Studies  
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1. Concept of Corporate Governance  

Process by which business is 
directed and managed 

Influences operation, 
performance and compliance 

Balances internal and external 
Corporate ecosystem  

Defined by Code of Corporate Governance (Singapore) 

Source: Singapore Corporate Governance Code 2015 
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1. Governance Ecosystem & Risk Management  
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1. Risk Management - A Strategic Planning Mechanism 

• Business leaders now embrace ERM as 

strategic planning mechanism.  

• Risks relating to strategic decisions need to be 

managed and anchored to strategy formulation 

• Strategic risks are desirable.  They generate 

returns. 
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2. Three Lines of Defence Model  

Source: Institute of Internal Auditors 3 Lines of Defence Model for Effective Risk Management and Control  
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3. Understanding Healthcare Sector Risks – VUCA    

Source: Harvard Business Review 

V : Pipeline of medical talent? 

Economic cycles? 

  

U: Regulatory and demographic 

changes? Shortening R&D payback 

period? 

 

C: Cross border practices? clinical 

complexity? 

 

A: Beyond just treating the patients? 
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3. Eight Healthcare Risk Domains 

8 Risk Domains (American Society Healthcare Risk Management )  

 

operation 

Clinical/ 

Patient 
Safety 

Financial IT 
Human 
Capital 

Regulatory
/ 

Legal  
Hazard  Strategic  

Interconnectivity amplifies impact of risk  Risk Correlation  
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3. Top Healthcare Sector Risks of 2016 

1. Regulatory changes 

2. Attracting and 

retaining talent 

3. Economic 

slowdown 
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4. Emerging Trends of 2016 

1. Dominant players emerge from consolidation  

2. Mobile apps adoption 

3. New database technology for resource sharing 

4. Aging population  

5. Importing medical talent 
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1. Dominant players emerge from M&A and Joint Venture   

Major players emerge, affecting cross border collaboration projects with Singapore 

4. Emerging Trends of 2016 
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2. Mobile apps adoption VS cyber security  

Security breach give rise to lawsuits, lost 

revenue and reputational damage 

 

Healthcare providers “are being 

routinely attacked and compromised by 

increasingly 

sophisticated cyber attacks.”                  

 -- Los Angeles Times 

4. Emerging Trends of 2016 



Business Advisors to Growing Businesses 
13 

3.Balancing risk VS reward: data congregation benefits against risk of data breach 

Traditional electronic health records 

(EHR) cannot handle  less structured 

information such as clinician notes 

and transcripts 

 

Embrace “non-relational” databases 

to analyze different forms of data 

4. Emerging Trends of 2016 
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4. Silver tsunami and hospital bed crunch  

4. Emerging Trends of 2016 

• Extension of acute care to 

community care/nursing homes  

•Bed crunch  

•Training of nurses for elderly care  

Source: World Bank Database  
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High attrition rate 6% - 8%  of local doctors  

A single university offering medical degree  

Culture and language barrier of foreign talent 

Imported nurses are inadequately trained 

Source: Ministry of Health 

4. Emerging Trends of 2016 

5. Importing Medical Talent and keeping quality under control  



Business Advisors to Growing Businesses 
16 

5. Aligning Risk with Strategic Objectives and Performance  

Source: COSO ERM Framework 
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6. ERM Maturity Stage   

Source: McKinsey Broader Perspective on Enterprise Risk Management  
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7. Overcoming ERM Implementation Pitfalls 

Creating A Risk Conscious Culture   

Tone at the top, mindset 

shift, correcting 

judgemental biases 

are crucial to cultivating the 

right risk culture  
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Continuous Communication & Consistent Monitoring   

implement a 
communication plan and 

training curriculum  - raise 
awareness 

develop ongoing 
monitoring mechanism 
(e.g. risk dashboard). 

Seamless interaction and monitoring 

7. Overcoming ERM Implementation Pitfalls 
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8. Case Study – BP Deepwater Horizon Oil Spill  

Source: The US Coast Guard   
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CNN speaks with BP 

survivors  

 

Root Causes 

Decision override by higher 

management  

 

Pressure to perform under over-run 

budget 

 

Save time & money  

 

“Safety first” only when you need it 

8. Case Study – BP Deepwater Horizon Oil Spill  
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8. Lessons Learnt from BP  

Lacking a Common Risk Language & Tone at the top 

Pressure to perform 

sacrificed safety 

 

Non of  8 Group 

values  concerned 

about safety  

 

 

Non-existent 

operating system for 

safety 

 

Accepting risks as part of the job 

– fatalism 
Management override contractors 
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8. GSK – “Biggest healthcare fraud in US history”  

Marketed anti-depression 

drug as weight loss product 

to appeal to adolescents  

Bribed physicians to 

prescribe GSK products   

GSK paid $96million to whistleblower who exposed 

contaminated problems  

Source: Wall Street Journal 2012 July 3 
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Unknown suspect put 65 milligrams of 

deadly cyanide into Tylenol capsules, 

10,000 times more than what is 

necessary to kill a human. 

 

Lessons learnt:  

1. Company should have standard 

protocols for drug dispense at 

pharmacy 

2. Response for initial critical 

minutes  is key to win public 

trust  

3. Healthcare providers need to 

be financially prepared to meet 

emergencies  

8. Johnson & Johnson: Tylenol Crisis Management  
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Near misses of mixing up patients and victim 

identities.  

 

“Understaffing at hospital results in lack of time to 

identify patients in the initial minutes of a crisis. ” 

8. Emergency Management - Boston Marathon Bombing   

Lessons Learnt 
1. Emergency drill on a regular basis 

2. Panic attack is a major factor for failure of crisis 

management  

3. Social media and internet will play a pivotal role in 

reuniting and identifying patients 

Source: The New York Times  
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8. Data Breaches Sap Patient Confidence 

Majority of the breaches are perpetrated by 

an insider:  

 

It’s much harder to detect someone snooping 

around if they’re just abusing their own 

network-access privileges.  

 

Existing tools often go unmonitored.  

Source: Forbes 
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